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The Internet Transport Protocols: UDP

• Introduction to UDP

• Remote Procedure Call

• The Real-Time Transport Protocol• The Real-Time Transport Protocol
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Introduction to UDP

The UDP header.
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The UDP header.
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Remote Procedure Call

Steps in making a remote procedure call.  The stubs are shaded.
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Remote Procedure Call

Steps in making a remote procedure call.  The stubs are shaded.
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The Real-Time Transport Protocol

(a) The position of RTP in the protocol stack.  
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Time Transport Protocol

The position of RTP in the protocol stack.  (b) Packet nesting.
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The Real-Time Transport Protocol (2)

The RTP header.
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Time Transport Protocol (2)

The RTP header.
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The Internet Transport Protocols: TCP

• Introduction to TCP
• The TCP Service Model
• The TCP Segment Header
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The Internet Transport Protocols: TCP
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The TCP Service Model

Port Protocol
21 FTP
23 Telnet
25 SMTP
69 TFTP

Some Assigned Ports.

69 TFTP
79 Finger
80 HTTP

110 POP-3
119 NNTP
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The TCP Service Model

Use
File transfer
Remote login
E-mail
Trivial File Transfer Protocol

Some Assigned Ports.

Trivial File Transfer Protocol
Lookup info about a user
World Wide Web
Remote e-mail access
USENET news
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The TCP Service Model (2)

(a) Four 512-byte segments sent as separate IP 

(b) The 2048 bytes of data delivered to the application in a single READ CALL.
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The TCP Service Model (2)

byte segments sent as separate IP Datagrams.

The 2048 bytes of data delivered to the application in a single READ CALL.
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The TCP Segment Header

TCP Header.
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The TCP Segment Header

TCP Header.
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The TCP Segment Header (2)

The Pseudo-header included in the TCP checksum.
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The TCP Segment Header (2)

header included in the TCP checksum.
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Topics

• Domain name system, 

• Electronic mail
• Architecture and services 

• SMTP 

• World Wide Web
• Architecture overview
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Topics
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DNS – The Domain Name System

• The DNS Name Space

• Resource Records

• Name Servers• Name Servers
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The Domain Name System

The DNS Name Space

13Department of ECE, LBRCE



The DNS Name Space

A portion of the Internet domain name space.
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The DNS Name Space

A portion of the Internet domain name space.
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Resource Records

The principal DNS resource records types.
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Resource Records

The principal DNS resource records types.
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Name Servers

Part of the DNS name space showing the division into zones.
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Name Servers

Part of the DNS name space showing the division into zones.
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Name Servers (2)

How a resolver looks up a remote name in eight steps.
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Name Servers (2)

How a resolver looks up a remote name in eight steps.
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Electronic Mail

• Architecture and Services

• The User Agent

• Message Formats• Message Formats

• Message Transfer

• Final Delivery
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Electronic Mail

Architecture and Services
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Architecture and Services

Basic functions
• Composition

• Transfer

• Reporting• Reporting

• Displaying

• Disposition
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Architecture and Services
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The User Agent

Envelopes and messages.  (a)
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The User Agent

Paper mail.  (b) Electronic mail.
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Reading E

An example display of the contents of a mailbox.
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Reading E-mail

An example display of the contents of a mailbox.
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Message Formats 

RFC 822 header fields related to message transport.
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Message Formats – RFC 822

RFC 822 header fields related to message transport.
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Message Formats 

Some fields used in the RFC 822 message header.
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Message Formats – RFC 822 (2)

Some fields used in the RFC 822 message header.
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MIME – Multipurpose Internet Mail 
Extensions

Problems with international languages:

• Languages with accents 
(French, German).

• Languages in non-Latin alphabets • Languages in non-Latin alphabets 
(Hebrew, Russian).

• Languages without alphabets 
(Chinese, Japanese).

• Messages not containing text at all 
(audio or images).
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Multipurpose Internet Mail 
Extensions

Problems with international languages:

Languages with accents 

Latin alphabets Latin alphabets 

Languages without alphabets 

Messages not containing text at all 
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Final Delivery

(a) Sending and reading mail when the receiver has a permanent Internet connection 
and the user agent runs on the same machine as the message transfer agent. 

(b) Reading e-mail when the receiver has a dial
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Final Delivery

and reading mail when the receiver has a permanent Internet connection 
and the user agent runs on the same machine as the message transfer agent. 

mail when the receiver has a dial-up connection to an ISP.
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POP3

Using POP3 to fetch three messages.
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POP3

Using POP3 to fetch three messages.
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IMAP (Internet Message Access Protocol)

A comparison of POP3 and IMAP.
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IMAP (Internet Message Access Protocol)

A comparison of POP3 and IMAP.
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The World Wide Web

• Architectural Overview

• Static Web Documents

• Dynamic Web Documents

• HTTP – The Hyper Text Transfer Protocol• HTTP – The Hyper Text Transfer Protocol

• Performance Ehnancements

• The Wireless Web
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The World Wide Web

Architectural Overview

Static Web Documents

Dynamic Web Documents

The Hyper Text Transfer ProtocolThe Hyper Text Transfer Protocol

Ehnancements
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Architectural 
Overview

(a) A Web page  (b) The page reached by clicking on Department of Animal Psychology.
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The page reached by clicking on Department of Animal Psychology.
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Architectural Overview (2)

The parts of the Web model.
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Architectural Overview (2)

The parts of the Web model.
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The Server Side

A multithreaded Web server with a front end and processing modules.
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The Server Side

A multithreaded Web server with a front end and processing modules.
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The Server Side (2)

(a) Normal request-reply message sequence.

(b) Sequence when TCP handoff is used.
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The Server Side (2)

reply message sequence.

Sequence when TCP handoff is used.
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URLs – Uniform Resource Locaters

Some common URLs.
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Uniform Resource Locaters

Some common URLs.
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HTML – Hyper Text Markup Language

(a) The HTML for a sample Web page.  
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Hyper Text Markup Language

The HTML for a sample Web page.  (b) The formatted page.

(b)

34Department of ECE, LBRCE



HTML (2)

A selection of common HTML tags.  some can have additional parameters.
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HTML (2)

A selection of common HTML tags.  some can have additional parameters.
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Forms

(a) An HTML table.   

(b) A possible rendition of this table.
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Forms (2)

(a) The HTML for an order form.(a) The HTML for an order form.

(b) The formatted page.

11/15/2024 Department of ECE, LBRCE (b) 37Department of ECE, LBRCE



Dynamic Web Documents

Steps in processing the information from an HTML form.
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Dynamic Web Documents

Steps in processing the information from an HTML form.
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HTTP Methods

The built-in HTTP request methods.
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HTTP Methods

in HTTP request methods.
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HTTP Methods (2)

The status code response groups.
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HTTP Methods (2)

The status code response groups.
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Caching

Hierarchical caching with three proxies.

11/15/2024 Department of ECE, LBRCE

Caching

Hierarchical caching with three proxies.
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WAP – The Wireless Application Protocol

The WAP protocol stack.
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The Wireless Application Protocol

The WAP protocol stack.
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WAP (2)

The WAP architecture.
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WAP (2)

The WAP architecture.
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I-Mode

Structure of the i-mode data network showing the transport protocols.
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Mode

mode data network showing the transport protocols.
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I-Mode (2)

Structure of the 

11/15/2024 Department of ECE, LBRCE

Mode (2)

Structure of the i-mode software.
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I-Mode (3)

Lewis Carroll meets a 16 x 16 screen.
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Mode (3)

Lewis Carroll meets a 16 x 16 screen.
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Second-Generation Wireless Web

A comparison of first-generation WAP and 
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Generation Wireless Web

generation WAP and i-mode.
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Second-Generation Wireless Web (2)

New features of WAP 2.0.

• Push model as well as pull model.

• Support for integrating telephony into apps.

• Multimedia messaging.• Multimedia messaging.

• Inclusion of 264 pictograms.

• Interface to a storage device.

• Support for plug-ins in the browser.
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Generation Wireless Web (2)

New features of WAP 2.0.

Push model as well as pull model.

Support for integrating telephony into apps.

Multimedia messaging.Multimedia messaging.

Inclusion of 264 pictograms.

Interface to a storage device.

ins in the browser.
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FTP

• File Transfer Protocol(FTP) is an application layer protocol that moves files between 
local and remote file systems. It runs on the top of TCP, like HTTP. To transfer a 
file, 2 TCP connections are used by FTP in parallel: control connection and data 
connection.

• What is a control connection?• What is a control connection?
For sending control information like user identification, password, commands to 
change the remote directory, commands to retrieve and store files, etc., FTP makes 
use of a control connection. The control connection is initiated on port number 21.

• What is a data connection?
For sending the actual file, FTP makes use of a data connection. A data connection 
is initiated on port number 20.
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File Transfer Protocol(FTP) is an application layer protocol that moves files between 
local and remote file systems. It runs on the top of TCP, like HTTP. To transfer a 
file, 2 TCP connections are used by FTP in parallel: control connection and data 

For sending control information like user identification, password, commands to 
change the remote directory, commands to retrieve and store files, etc., FTP makes 
use of a control connection. The control connection is initiated on port number 21.

For sending the actual file, FTP makes use of a data connection. A data connection 
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• When an FTP session is started between a client and a server, the client 
initiates a control TCP connection with the server
control information over this. When the server receives this, it initiates a data 
connection to the client-side. Only one file can be sent over one data 
connection. But the control connection remains active throughout the user 

FTP Session

connection. But the control connection remains active throughout the user 
session. As we know HTTP is stateless i.e. it does not have to keep track of 
any user state. But FTP needs to maintain a state about its user throughout the 
session.
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When an FTP session is started between a client and a server, the client 
initiates a control TCP connection with the server-side. The client sends 
control information over this. When the server receives this, it initiates a data 

side. Only one file can be sent over one data 
connection. But the control connection remains active throughout the user 

FTP Session

connection. But the control connection remains active throughout the user 
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any user state. But FTP needs to maintain a state about its user throughout the 
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FTP Session
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FTP Session
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FTP Commands

 USER – This command sends the user identification to the server.

 PASS – This command sends the user password to the server.

 CWD – This command allows the user to work with a different directory or 
dataset for file storage or retrieval without altering his login or accounting 
information.information.

 RMD – This command causes the directory specified in the path name to be 
removed as a directory.

 MKD – This command causes the directory specified in the pathname to be 
created as a directory.

 PWD – This command causes the name of the current working directory to be 
returned in the reply.
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FTP Commands

This command sends the user identification to the server.

This command sends the user password to the server.

This command allows the user to work with a different directory or 
dataset for file storage or retrieval without altering his login or accounting 

This command causes the directory specified in the path name to be 

This command causes the directory specified in the pathname to be 

This command causes the name of the current working directory to be 
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 RETR – This command causes the remote host to initiate a data connection and 
to send the requested file over the data connection.

 STOR – This command causes to store of a file into the current directory of the 
remote host.

 LIST – Sends a request to display the list of all the files present in the directory.

FTP Commands

 LIST – Sends a request to display the list of all the files present in the directory.

 ABOR – This command tells the server to abort the previous FTP service 
command and any associated transfer of data.

 QUIT – This command terminates a USER and if file transfer is not in progress, 
the server closes the control connection.
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This command causes the remote host to initiate a data connection and 
to send the requested file over the data connection.

This command causes to store of a file into the current directory of the 

Sends a request to display the list of all the files present in the directory.

FTP Commands

Sends a request to display the list of all the files present in the directory.

This command tells the server to abort the previous FTP service 
command and any associated transfer of data.

This command terminates a USER and if file transfer is not in progress, 
the server closes the control connection.
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FTP Replies

 200 Command okay.

 530 Not logged in.

 331 User name okay, need a password.

 225 Data connection open; no transfer in progress.

 221 Service closing control connection.

 551 Requested action aborted: page type unknown.

 502 Command not implemented.

 503 Bad sequence of commands.

 504 Command not implemented for that parameter
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FTP Replies

331 User name okay, need a password.

225 Data connection open; no transfer in progress.

221 Service closing control connection.

551 Requested action aborted: page type unknown.

502 Command not implemented.

503 Bad sequence of commands.

504 Command not implemented for that parameter
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Advantages of FTP

 Speed is one of the advantages of FTP(File Transfer Protocol).

 File sharing also comes in the category of advantages of FTP in this 
between two machines files can be shared on the network.

 Efficiency is more in FTP.
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File sharing also comes in the category of advantages of FTP in this 
between two machines files can be shared on the network.
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 File size limit is the drawback of FTP only 2 GB size files can be 
transferred.

 Multiple receivers are not supported by the FTP.

 FTP does not encrypt the data this is one of the biggest drawbacks of FTP.

Disadvantages of FTP

 FTP does not encrypt the data this is one of the biggest drawbacks of FTP.

 FTP is unsecured we use login IDs and passwords making it secure but 
they can be attacked by hackers.
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Anonymous FTP

 Anonymous FTP is enabled on some sites whose files are available for 
public access. A user can access these files without having any username 
or password. Instead, the username is set to anonymous and the password 
to the guest by default. Here, user access is very limited. For example, the 
user can be allowed to copy the files but not to navigate through user can be allowed to copy the files but not to navigate through 
directories.
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Network Management System

 We can define network management as monitoring, testing, configuring, and 
troubleshooting network components to meet a set of requirements defined 
by an organization.

 We can say that the functions performed by a network management system 
can be divided into five broad categories: can be divided into five broad categories: 

 Configuration management, 

 Fault management, 

 Performance management, 

 Security management, and 

 Accounting management.
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troubleshooting network components to meet a set of requirements defined 

We can say that the functions performed by a network management system 
can be divided into five broad categories: can be divided into five broad categories: 
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Configuration Management

 The configuration management system must know, at any time, the 
status of each entity and its relation to other entities. Configuration 
management can be divided into two subsystems: reconfiguration and 
documentation.

 Reconfiguration: There are three types of reconfiguration: hardware 
reconfiguration, software reconfiguration, and user
reconfiguration.

 Documentation: The original network configuration and each subsequent 
change must be recorded meticulously. This means that there must be 
documentation for hardware, software, and user accounts.
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Configuration Management

configuration management system must know, at any time, the 
status of each entity and its relation to other entities. Configuration 
management can be divided into two subsystems: reconfiguration and 

There are three types of reconfiguration: hardware 
reconfiguration, software reconfiguration, and user-account 

The original network configuration and each subsequent 
change must be recorded meticulously. This means that there must be 
documentation for hardware, software, and user accounts.

Department of ECE, LBRCE 59



Fault Management

 An effective fault management system has two subsystems: reactive fault 
management and proactive fault management.

 Reactive Fault Management: A reactive fault management system is 
responsible for detecting, isolating, correcting, and recording faults. It 
handles short-term solutions to faults. (Locate, Isolate, Document).handles short-term solutions to faults. (Locate, Isolate, Document).

 Proactive Fault Management: Proactive fault management tries to prevent 
faults from occurring. Although this is not always possible, some types of 
failures can be predicted and prevented.
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Performance Management

 Performance management, which is closely related to fault management, 
tries to monitor and control the network to ensure that it is running as 
efficiently as possible. Performance management tries to quantify 
performance by using some measurable quantity such 

 Capacity,  Capacity, 

 Traffic, 

 Throughput, and 

 Response time.
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Security Management

 Security management is responsible for controlling access to the network 
based on the predefined policy.
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Security Management

Security management is responsible for controlling access to the network 
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Accounting Management

 Accounting management is the control of users' access to network resources 
through charges. 

 Under accounting management, individual users, departments, divisions, or 
even projects are charged for the services they receive from the network.even projects are charged for the services they receive from the network.
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Structure of Management Information 

 The Structure of Management Information, version 2 (SMIv2) is a 
component for network management. 

 Its functions are 

 1. To name objects  1. To name objects 

 2. To define the type of data that can be stored in an object 

 3. To show how to encode data for transmission over the network 

 SMI is a guideline for SNMP. It emphasizes three attributes to handle an 
object: name, data type, and encoding method
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is a guideline for SNMP. It emphasizes three attributes to handle an 
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Management Information Base (MIB)

 The Management Information Base, version 2 (MIB2) is the second 
component used in network management. Each agent has its own MIB2, 
which is a collection of all the objects that the manager can manage. The 
objects in MIB2 are categorized under 10 different groups: 

 system, interface, address translation, 
transmission, and SNMP. 

 These groups are under the mib-
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The Management Information Base, version 2 (MIB2) is the second 
component used in network management. Each agent has its own MIB2, 
which is a collection of all the objects that the manager can manage. The 
objects in MIB2 are categorized under 10 different groups: 

, interface, address translation, IP, ICMP, TCP, UDP, EGP, 

-2 object in the object identifier
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Simple Network Management Protocol 

 SNMP is an application-level protocol in which 
set of agents. The protocol is designed at the application level so that it can 
monitor devices made by different manufacturers and installed on different 
physical networks.

 Manager: A management station, called a manager, is a host that runs the 
SNMP client program. 

 Agent: A managed station, called an agent, is a router (or a host) that runs the 
SNMP server program. 

 Management is achieved through simple interaction between a manager and an 
agent. 

 The agent keeps performance information in a database. The manager has 
access to the values in the database.
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level protocol in which few manager stations control a 
set of agents. The protocol is designed at the application level so that it can 
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SNMP

 Agents can also contribute to the management process. The server program 
running on the agent can check the environment, and if it notices something 
unusual, it can send a warning message, called a trap, to the manager

 To do management tasks, SNMP uses two other protocols: 

 Structure of Management Information (SMI) and  Structure of Management Information (SMI) and 

 Management Information Base (MIB). 

 In other words, management on the Internet is done through the cooperation 
of the three protocols SNMP, SMI, and 

 SNMP uses the services of UDP on two well
well-known port 161 is used by the server (agent), and the well
162 is used by the client (manager).
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 SNMP uses both SMI and MIB in Internet network management. It is an 
application program that allows 

 1. A manager to retrieve the value of an object defined in an agent 

 2. A manager to store a value in an object defined in an agent 

 3. An agent to send an alarm message about an abnormal situation to the  3. An agent to send an alarm message about an abnormal situation to the 
manager

 SNMPv3 defines eight types of packets (or PDUs): 

 GetRequest, GetNextRequest, GetBulkRequest
Trap, InformRequest, and Report
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SNMP

SNMP uses both SMI and MIB in Internet network management. It is an 

. A manager to retrieve the value of an object defined in an agent 

. A manager to store a value in an object defined in an agent 

. An agent to send an alarm message about an abnormal situation to the . An agent to send an alarm message about an abnormal situation to the 

packets (or PDUs): 

GetBulkRequest, SetRequest, Response, 
, and Report
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 GetRequest: The GetRequest PDU is sent from the manager (client) to the 
agent (server) to retrieve the value of a variable or a set of variables

 GetNextRequest: The GetNextRequest
agent to retrieve the value of a variable. The retrieved value is the value of 
the object following the defined Objectidthe object following the defined Objectid

 GetBulkRequest: The GetBulkRequest
agent to retrieve a large amount of data. It can be used instead of multiple 
GetRequest and GetNextRequest PDUs.

 SetRequest: The SetRequest PDU 
set (store) a value in a variable.
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PDU is sent from the manager (client) to the 
agent (server) to retrieve the value of a variable or a set of variables.

GetNextRequest PDU is sent from the manager to the 
agent to retrieve the value of a variable. The retrieved value is the value of 

Objectid.Objectid.

GetBulkRequest PDU is sent from the manager to the 
agent to retrieve a large amount of data. It can be used instead of multiple 

PDUs.

PDU is sent from the manager to the agent to 
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 Response: The Response PDD is sent from an agent to a manager in response to 
GetRequest or GetNextRequest. It contains the value(s) of the variable(s) 
requested by the manager.

 Trap: The Trap PDU is sent from the agent to the manager to report an event. 
For example, if the agent is rebooted, it For example, if the agent is rebooted, it 
time of rebooting.

 InformRequest: The InfonnRequest
remote manager to get the value of some 
of the remote manager.

 Report: The Report PDU is designed to report some types of errors between 
managers. It is not yet in use.
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The Response PDD is sent from an agent to a manager in response to 
. It contains the value(s) of the variable(s) 

is sent from the agent to the manager to report an event. 
For example, if the agent is rebooted, it informs the manager and reports the For example, if the agent is rebooted, it informs the manager and reports the 

PDU is sent from one manager to another 
of some variables from agents under the control 

is designed to report some types of errors between 
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